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1.INTRODUCTION

The Commercial Solutions for Classfied (CSfC) program within the National Seaurity Agency
(NSA) Information Assurance Directorate (IAD) usesa fiesof Capability Packages(CPs) to
provide onfigurationstha will dlow cusomers o indegpendently implement seaure solutions
using layered Commaercia Off-the-Shdf (COTS) produds. The CPis vendoragnodic and
provides high-level seaurity and configuration guidane for cusomers and/or Solution
Integrators.

While CSfC en®urages indugry innovdion, rusworthinessof the @mmponents ispaamount
Cugomer and ther integrators are advised tha modifying aNationd Information Assurance
Partnership (NIAP)-validated component in a CSfC solution may invalidate its certification and
trigger arevaliddion piocess To avoid ddays, customers or integrators who fed it is necessary
to modfy a @mponrent shoutl engae the component vendor and conault NIAP through their
Asaurance Continuity Process(https.//www.niap-
ccevs.org/Documents_and_Guidan@/ccevs/schedne-pub-6.pdf to determine whether such a
modificaion will affed the @mponent’'s certification. In case of amodification o acomponent,
NSA’s CSfC Program Management Office will require a satement from NIAP that the
modificaion doe notdter the ertificaion, orthe seaurity, of the @mporent. Modificaions
which will trigger the revalidation processinclude, but are nat limited to: configuring the
componet in amanne different than its NIAP-validated configuration; modifying the original
equipment manufadurers’ (OEM’s) code(to indude digitall y sgning the code.

IAD is delivening agereric CSfC Data-at-Rest (DAR) CP to med the damand for daa-at-red
soluions usng a seaure sharing suite (S3) of dgorithms. These ajjorithms are wsed to proted
classfied daausnglayers of COTS produds. DAR CP Version 1.0enalbescustomers o
implement two indgpendent layers of encryption for the pupose of providing protedion for
stored information while the End User Device (EUD), defined in Sedion 5.3,is powered off or
in an ureuthorized date. This CP takes lesoonsleaned from oneproofof-concept demondration
per solution design that has implemented aset of S3 dgorithms, modes of opaation, sandads
and potoools. These demonstrations induded dayered use of COTS produdts for the protedion
of clasdfied information.

2. PURPOSE OF THISDOCUMENT

This CP provides high-level reference designsand corresponding configuration information
allowing cusomers o sled COTS produds from the CSfC Components List, avail able on the
CSfC web paye (http://www.nsa.goviialprograms/csfc_program) for their DAR solution and then
to propealy configure those prodicts o acheve a kevel of asurance aufficient for protecing
clasified data while atrest. As describedin Section 9, cusomers mug ensure the @mponents
seleded from the CSFC Components List will permit the necessary functionality for the slected
cgpabilities. To succesgully implement a solution baed on his CP, dl Threshold requirements,



or the orresponding Objedive requirements, goplicable to the selected capabilitie s mus be
implemented, & described in Sedion 0.Cugomers who want to use the solution deailed in this
CPmustregister their solution with NSA. Additiond information éoutthe CSfC process is
avail able on the CSfC web page (www.nsa.goviia/programs/csfc_program).

3. USE OF THISDOCUMENT

This doawment, the CSfC DAR Capability Padkage Version 1.0, déed September 23, 2014, ha
beenapproved by the IAD Director and will be reviewedtwiceayear to ersure that the defined
cgpabilities and aher instructions gill provide the seaurity services and bustnessrequired.
Solutionsdesigned according to this Capability Padkage mus beregistered with NSA/IAD.
Once registered a sgnedIAD Registration Acknowledgement will be sent validating that the
DAR solution is registered as a CSfC soluion to meet the requirements of the latest DAR
Capability Padkage ad is goproved to proted classfied information. Any solution designed
acwording to this Capability Pacdkagemay beused for oneyea and mus then berevalidaed and
re-registered by the custamer againg the mog recently publshed vasion ofthe Capability
Package.

Please provide @mments on usbility, applicability, and/or shortcomings © your NSA/IAD
Client Advocte and the DAR Capalility Package maintenarce eam at
CS-C_DAR_tean@nsa.gov.DAR CP solutionsshdl comply with National Seaurity Systems
(NSS) policy and any conflicts beween NSSpolicy and this CP shoull beprovided to he DAR
CP Maintenarce eam

The following Legal Disclaimer relates to the use of this CP:

This CPis provided “asis.” Any expressor implied warranties, including bu not limited to, the
implied warranties of merchantability and fitnessfor a paticular pupose are disclaimed. In no
event shdl the United Sates Government beliable for any dired, indired, inddental, special,
exemplary or conequentia damages (induding, kut notlimited to, procurement of subditute
goodsor services, loss of use, dda, or profits, or busness inerruption) however caused and on
any theory of liability, whether in contrad, drict liability, or tort (including negligence or
otherwise) arising in any way out of the use of this CP, even if advised of the possibility of such

damage.

The User of this CPagrees to hold hamlessand indemnify the United Sates Government, its
agents and employees from every claim or liability (whether in tort or in contrad), including
attorney’ s fees, court cods, and expenses, aising in dired consequence of recipient’suse d the
item, induding, butnotlimited to, daims or liabiliti es made for injury to ordeath of pesonné of
User or third paties, damageto or destruction of propety of User or third paties, and
infringement or other violations of intellectual property or techical data rights.



Nothing in thisCPis intended to conditute an endorsement, explicit or implied, bythe U.S.
Government of any paticular manufadurer’s produd or service

4. DATA-AT-REST PROTECTION OVERVIEW

The goal for the DAR solution is 0 proted classified data whenthe BUD is powered off or
unauthorzed. Unauthorized, in this case, means prior to auser presenting and having thar
credentids (e.g., password, tokens, etc.) vdidaed by both layers of the DAR solution. Specific
datato beproteded mug be déermined by the data owvner.

4.1 SOLUTION STATES
Powered Off State:

In a powered off Sate, the deviceis completely off and notin any power saving state. The EUD
is conddered unclassified but mug ill be hadled in accordance with the implementing
organizdionsAuthorized Official/Designated Approving Authority (AO/DAA) pdlicies.

Powered On and Unauthori zed State:

In a powered on and urauthorized date, the EUD is completely on, butthe user has notlogged in
to ether layer. The EUD is conddered unclassified, butmug be hadled in accordance with the
implementing arganization’s AO/DAA pdicies.

Powered On with Outer Layer Authorized State:

In a powered onstatewith outer layer authorized, the deviceis opaationd where the wser has
authorized to he outer layer of encryption. The deviceis consdered classfied and ould be
handled accordingly.

Powered On with Outer and Inner Layer Authori zed State:

In a powered on $ate with ouer and inne layers authorized, the EUD is opeationd, where the
user hasauthorized to wo layers of DAR enayption. Thedeviceis consdered dassfied and
should behandled accordingly.

L ocked Sate:

In a lockedtate, the deviceis powered on butmog of the fundiondity is unaval able for use.
Userauthorizaionis required to accessfundiondity. This fundionsas an accesscontrol and
may provide onelayer of DAR protedion. Thedeviceis conddered classfied and should be
handled accordingly.



4.2 RATIONALE FOR LAYERED ENCRYPTION

A gngle layer of Suite B encryption, properly implemented, is sufficient to protect classfied
date-atred. The DAR solution uss wo layers of Suite B enayption notbecause of a deficiency
in the ayptographic algorithms, but rather to mitigate the risk tha afailure in oneof the DAR
components whether by acadental misconfiguration, opeator error, or mali ciousexploitation of
an implementation vunerability that results in the expoaure of dlassfied information. The use of
multiple layers, implemented with components meeting the CSfC vendor diversity requirements
reduces the likelihood asingle vulnerability can beexploited to reveal proteded information.

If oneof the DAR layers iscompromised orfail s in some way, the sesamnd DAR layer can dill
provide the needed encryption o safeguard the classfied dda. If both layers are compromised o
fail simultaneoudly, it is paossilde the classfied data will becmereadable to athred actor. The
seaurity of the DAR solution dgpendson peventing this failure mode by implementing and
configuring two indgpendent enayption layers. Thegod is to provide redundant protedion
configured to prevent both layers faili ng at the same time or tha requires an advesary to ddea
both medhanisms.

4.3 DAR SUITE B ALGORITHMS

As the portability of EUDs increas, the requirementsfor when and howclasdfied daais
protecedalso increa®s EUDs canbe wsedin both physicdly proteciedand physicdly
unpioteded environments Solutionsusing commercial products mug protectclassifieddata an
the BUD by usngtwo layers of encryption with approved Suite B dgorithmslisted in Tade 1.
The lution design presented in this CP (and future versionsof the CP) has specific
requiremerts for configuration, podud seledion, components, provisioning, authentication, key
maregemert, opeations administration, oles, use and handling.

Table 1. Approved Suite B DAR Algorithms

Secuity Service Algorithm Suite 1 Algorithm Suite 2 Specifications
Overall Lewel of Secuity | 128 bts 192 bis
Confidentiality AES-128 AES-256 FIPS PWB 197
(Encryption) IETF RFC 6239
I[ETF RFC 6379
IETF RFC 6380
I[ETF RFC 6460
Authentication (Digital ECDSA over thecurve | ECDSA overthe cuve | FIPS PUB 186-3
Signature) P-256 with SHA-256 P-384 with SHA-384 I[ETF RFC 6239
I[ETF RFC 6380
I[ETF RFC 6460
RSA 2048 frior to 1 N/A FIPS PWB 186-3




Secuity Service Algorithm Suite 1 Algorithm Suite 2 Specifications
Octobe 2015
DSA 2048 frior to 1 N/A FIPS PWB 186-3
Octobe 2015
Integrity (Hashing) SHA-256 SHA-384 FIPS PWB 180-4
IETF RFC 6239
I[ETF RFC 6379
I[ETF RFC 6380
I[ETF RFC 6460
Can proted Up to Secret Up to Top Saet

The DAR CPisfocused on theimplementation of cryptography to mitigate therisk to classfied
data from unauthorized accesswhenthe device is powered off or unauthorized. This CP does not
protectagainst the possihlity of malicious code exploits, upddes, Operating System (OS)
misconfigurations or the pesistence of remnants of key or plaintext material in volatile memory
on the EUD when powered onasthes are autside of the <ope for version 1 ofthis CP dueto a
ladk of vaidation suppot in currert protection profiles.

4.4 PosITIVE CONTROL

Althoudh the DAR solution designs can proted the @nfidentiality of daa and rende the EUD
undasdfied, it does not proted the integrity of an EUD outside of the @ntrol of gpproved users.
It is difficult to examine and ddermine whether or nota device has been tampered with.
Therefore, the NSA requires implementing organizationsto ddinethe ércumstancesin which an
EUD tha is pat of the organizaion's solution © beconddered ouside of the postive @ntrol of
authorized ugers (i.e, "lost"). Authorizing Officials (AO) will define the circumgances for
conddering adevice“log” tha aignswith the intended misson and threa environment for
which the solution will be deployed. Organizationsmug dso ddinethe circumstances in which
an EUD tha is apat of tha organizaion's solution is o beconddered recvered bak into the
postive mntrol of authorized users (i.e., "found').

This CP requires any log device, onee found,to be forensically investigated and/or destroyed in
order to mitigate threas to the integity of the BJD ard any connecied systens, becawse ance
found, hedeviceis consdered compromised. This requirement to destroy "found"EUDs does
not predudean implementing organizaion from first performing aforensic examination ona
"found' deviceto discover beter ways o proted the organizaion's EUDs. Authorizing Officials
should reference the DAR CP Risk Assessnent to hdp make an informed risk decision.




4.5 RED, GRAY, AND BLACK DATA

This CPuses thefollowing terminology to describe the daatypes that comprise a DAR solution.
The terms Red, Gray, and Blackidertify the nunmber of encryption layers applied to classfied
data for a gecific EUD sate.

Reddata is urercrypted classified data bkeing processed by the BJD. After a user succesfully
authorizes  theouter and inne layers of DAR ercryption, the EUD is in agate of processng
Reddata.

Gray daacontains classfied information tha has been encrypted one. After a user successfully
authorizes 1 the outer layer of DAR encryption, but has not yet authorized to theinne layer of
encyption, he EUD is in agtate of processng Gray data.

Black data contains clasdfied information that hasbeenercryptedtwice. An EUD is consdered
blackwhenthe device s powered off and/or unauthorized and the stored data is enaypted with
both the outer and inne layers of DAR enayption.

5. SOLUTION COMPONENTS

5.1 SOFTWARE FULL DISK ENCRYPTION

Software Full Disk Encryption (SWFDE) shown in FHgure 1 bdow is usedto providethe outer
layer of DAR protedion. As ddined byNationd Ingditute of Standadsand Technology (NIST):
“Full Disk Encryption (FDE), dso known as whole disk encryption, is the processof encrypting
all the data on the hard diive used to boota @wmputer, induding the computer’s OS, and
pemitting aces o the data aly after successful authorization to the FDE product.” A user
must log in to the Pre-Boot Environment (PBE) with valid credertials. Once te wser is
authornzed to he PBE, the SWFDE unencrypts he OS, which dlows the omputer to boot



End User Device {EUD)

User logs into PBE

with user credentials

PBE provides user access and

~| encryption to protected logical disk

Software Full Disk Encryption (SWFDE) R

5.2 FILE ENCRYPTION

Figure 1. Sdtware Full Disk Encryption

File Encryption (FE) shown in Figure 2 below is approved to providetheinner layer of DAR
protedion. File encryption is the processof enaypting individud files or sets of files on an end
user devices and pemitting access b the encypted daa only after prope authorization is

provided.

End User Device (EUD)

User logs into FE

FE provides user access and

with user credentials

encryption to protected files

File Encryption (FE)

Figure 2: Software File Encryption

File enayption poduds currently on the market have awide range of implementations It is
important for the user and implementer to undestand howa specific file enaryption produd
operatesto ersure they encrypt all classifieddata on the BUD. There ae mary evers ard




applicationstha may write daato the disk. Users should bemade avare of these unless he FE
produd can encrypt the data withoutthdr intervention. Some exanplesof such everts are:

1.

Applications permitted to run on he EUD shoutl be @arefully congdered. Applicaions
may create files (e.g., temporary files) in unpgroteded locaions leaving classfied data at
risk.

Paging files (e.g., swap files) are creaed when the system runsout of or becomes low on
unuged volatile memory Random Acces Menory (RAM). When this occurs, the g/stem
may write to the nonvolatile memory (e.g., hard disk) for storage. If the produd cannot
automatically proted this daa, the solution $ould dsable system pagefil es.

System restore and oher feaures that dlow daato berestored to a previous point in ime
creak cqiesof the data. If this is enabled it may adlow an ercryptedfil e to be restored to
astate kefore it wasercrypted Unless he produd accounts for these typesof scerarios,
these feaures shoud bedisabled.

Memory dunp files may be aeaed when an eror occurs. Memory dump files may
indudeclassifieddata that existed in volatile memory when the @dash oacurred. Since
thes filesare creatdduring a yystemcradh, it is likely the product will not be able to
propely encrypt them. Therefre, it is recommended this featre be sedwith cae by
individuds who undestand what daa will be contained within file or the feaure shoutl
be disabled.

Printer spod filesare created when a doaument is sent to print. These are used to hold
doaumentswhile they arein queuefor printing. If the solution is going to print any
classfied information these files shoutl beproteded.

Moving or ddeting files: Users shoutl beinformed tha moving (cut/paste) a dassfied
file into a potecedareais na sufficient for protecting it. Moving or deleting afile while
it is urercrypted may leave file caterts onthe disk urtil it is overwritten by the file
system. This shoutl goply to dl file movement for good padice even thoud it would
notapply in dl cases. All files shoutl beenaypted before keing celeed or moved

FE proteds the onfidentidity of individud files, folders, or volumes, and may be accomplished
in several ways. The ercryption may be performed by anapplication, pktform, orthe hog

OS. Eachercryptedfil e, folder or volume will beproteded by aFile Encryption Key (FEK). The
FEK is proteded bytheuser’s authorizaion fador, a@ther diredly or through oneor more Key
Encyption Keys (KEKS).

Prope user authentication is required to decrypt the FEK. The FE produd will then trangparently
decrypt filesor folders on an individual bads asthey are requeded by the user via gecific
applications To ensure no dasdfied daais left unproteded, the Authorizing Official (AO)/
Designated Approving Authority (DAA) shdl beresponsble for providing and enforcinga
policy which mandatesautomation and user compliance to encrypt dl classfied data



5.3 END USER DEVICE

The End User Deviceis apearsond computer (desktop orlaptop) and/or consumer device (eg.,
smart phong. An EUD may operate within aseaure physicd environment, ouside d a £cue
physicd environment, or both nsade and ouside of a seaure physicd environment asapproved
by the AO/DAA.

5.3.1PROVISIONING

Provisioning is the process tirough which EUDs are initialized bdore first use. During the
provisioning process the Seaurity Administrator loads and @mnfigures the DAR componentsfor
the EUD. Provisioningis inherently an outof-band processrequiring physical acces o the
EUD.

This CP alows for EUD re-provisioning or reuse of DAR componentsas longas it is performed
in accadancewith this CP. If re-provisioning, the unencrypted data seaured on the device must
beat the same classificaion level of the previousunencrypted data stored on the gproved DAR
soluion. Re-provisioning EUD components from any other solution design or nonCSC solution
is prohibited.

6. SOLUTION DESIGN

The CP provides thesoluion designlisted in Table 2 bdow. This design describes asoluion
meeting a wide variety of requirements b proted classfied DAR.

The two-layer design consisting of SWFDE and FE is desgnated“SF”.

Table2: Sdution Design Summary

Sdution Design Designator Descliption
SWFDE / FE SF DAR solution cesign that uses FE as the inner layer
and SWFDE asthe outer layer, as described in Sedion
6.1. Typicdly interdedfor seners, deskops, sane
laptops and me tablets.

Thesolution is contained in an individud EUD. The implementation must meet dl threshold
requirements in the gpropriate soluion design sedion.

6.1 SWFDE/FE (SF) SOLUTION DESIGN

The SF Solution Design approach requiressoftware full disk encryption and file/folder/volume
encryption. In the SF solution design, SWFDE will beused to provide DAR protedion for the
outer layer andtheinne layer will beprovided by the FE product. The SF DAR solution ugsa
passvord, smart card, or Universal Serial Bus (USB) token to provide acces o classified data.
Once auser inpuss the carectpasword, smart card, or USB token, the system boot te



operating system. Next, the wser authorizes o the FE which in tum decrypts heuser' s classified
file. The SF solution is depicted bdow in Figure 3.

End User Device (EUD!

Pre-Boot Environment

User powers on system

User prompted for |t
authentication input

Key Encryption Key (KEK)
derived

User inputs & Software Full Disk Encryption (SWFDE)
credential DEK decrypts logical disk
L (Decrypts Operating System) ﬁ
Data Encryption Key {DEK) T
is decrypted @ Software Keystore

File Encryption (FE)

i Key Encryption Key (KEK) derived

KEK unwraps File
Encryption Key (FEK)

User inputs.
credential

FEK decrypts file |
7

FEK is derived directly N

User prompted for
authentication input

Figure 3: SFSdution Design

Eadh layer of encryptionin the SF DAR solution may use smilar authorization mechansm types
(eg., pasawords, tokens) butrequires a uniqueauthorization credertial for eachlayer. For the
first layer of encryption the user will authorizeto the Pre-Boot Environment (PBE) provided by
the SWFDE. For the second lyer theuser will use thar OS login aedentials, goplicaion
credentials, or file-specific credertials to authorizeto the FE.

7. THREATS

This sedion ddail s howthe required componentswork togeher to provide overal seaurity in the
soluion. Figure 3 shows the bounday of the DAR solution covered by this CP. An assessnent
of seaurity was conduded on hedesign described in this CPwhile making no assumptions
regarding use of specific produds for any of the defined components There are several diff erent
threds to congde when evaluaing therisk of proteding data-at-rest. By examining these thredas
the organizaion will have a better understanding of therisk they are accepting and howthese
risks affed the Confidentiality, Integrity, and Avail ability of the daa.

7.1 PASSIVE THREATS

This threatrefers to intemal or extemal acbrs attempting to gain informaion from the EUD
without changing the state of the system.
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The scuity against passive atacktargetingthe DAR on the EUD is provided by the layered
encryption. To mitigate passiwe atacks, two layers of Suite B enayption are employed to
provide onfidentiality for the solution. Use of Advaned Encryption Sandad (AES) is
approved to proted cdasdgfied information, meding IAD and Committee on National Seaurity
Systems Policy (CNSSB - 15guidancefor adequate canfidertiality. The DAR components used
to st up helayers of encryption mus beindgendent in anumbe of ways (seeSedion 8. Due
to this independence, the adversary shoull notbeable to exploit asingle cryptographic
implementation o compromise both layers of encryption.

7.2 EXTERNAL (ACTIVE) THREATS

This trea refers o ousiders gaining unauthorized access b dasdfied Red daaon he EUD.
Thred actionsindudebrute force atadks, or introdudion of malware with theintention ©
compromise the BUD ard gain acess i Reddata. Adversariescould gain acess to the EUD
and then exploit other devices onae the EUD is connected to anetwork.

One method for preventing unauthorized accessfrom an externd attad is areasonéable passwvord
policy. It is required tha ead encaryption layer have aform of user authentication. This will
ensure that the data residing onthe EUD will still be protected with at least one layer of
encryption if the alversary is able to accessoneof thelayers in the solution.

7.2.1MALWARE AND UNTRUSTED UPDATES

Eadch DAR comporent of this solution ha the opton o receve updates only through dired
physical administration oran NSA gpproved Data-in-Transit (DIT) solution. This mitigates the
threas of malicious users trying to pwsh updatesor cade patchesthat canaffectthe scuity of
the omponents The source of al upddes and patches shall be verified via digital signature
before indall ation oaurs.

7.2.2SOCIAL ENGINEERING

It is the responsbility of the cusgomer to ddine the gppropiate policies and training necessary to
protect against social engineeling atacks. In addition, these typesof atacks gererally take
advartage d other atacks detaiedin Secion 7.

7.3 INSIDER THREATS

This thred refers to an unauthorized or cleaed peson orgroup of people with access physicd
or logicd, to the EUD who may ad malicioudy or nggligently, resutting in risk expoaure for the
organization. This threa could indudepoolly trained employees, curiousemployess, disgruntied
employees, escorted pesonnd who gan unauthorized acces o the cevice, dishored enployees
or those tha have the meansand desire to gan access b the daa residing on the EUD.
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Threatactions indudeinsertion oromisson of daa entries that resul in loss of daa integrity,
willi ngly changing the @nfiguration ofan EUD, unwilli ngly or unknawingly exeauting avirus
or malware, intentiondly exposng the deviceto avirusor malware, cross-contaminating aEUD
with datafrom ahigher classfication to alower clasdgfication (e.g., Seaet data to unclassified
device) Typicaly, the threatfrom insiders hasthe paertial to catse the greaed ham to an
organizdion, and ingder attadks are aso the hardest to montor and trad.

To mitigate indder threds, separation ofroles within the solution is required (seeSecion 12). In
addition it is recommended tha each user of the solution hare auniqueuser account (seeSedion
10.1).

7.4 SUPPLY CHAIN THREATS

A critical agpectof the U.S. Govemmen’s effectiveress is he dependability, trusworthiness
and availability of the Information and Communicaion Technology (ICT) components
embedddl in the systems upon which the aility to peform ther misson rely. The suppl chan
for those ICT components are the underpinnings of those systems and neéworks and supply chan
attadks are atempts b proactively compromise those undepinnings.

Unfortunaely, the suppler cannotalways provide guarantees of a safe delivery of acomponent.
They are only able to provide asurances based onthar reliance of established procedures and
processes they have developel. In a single change of hands the @mponent may be introduced to
potential threas and compromises on many levels.

Thesuppy chan threa refers o an adversary ganing accessto avendoror retailer and then
attempting to insert or install a madification or a @urterfeit piece of hardware into a @mponent
destined for aU.S. Government cusgomer in an éfort to gain information orcause opeationd
iswes. This threa dso indudes theindall ation of mali cioussoftware on components of the
solution. This threa is difficult to identify and test, and is increasingly mare difficult to prevent
or proted agang since vendors build produds containing components manufadured by
subcontradors. It is often difficult to daermine the source of where diff erent pieces of
components are built and ingall ed within the suppl chain.

Thred actionsindudemanufaduring faulty or counterfeit parts of comporents ha can beused
to disrupt system or nework peformance, learing open back doas in hadware tha allow
attackers eay ways  atackard evace nonitoring, aswell aseasy ways t stealdata a tamper
with the integrity of existing/new data. Supply Chain atadks may occur during development and
produdion, updé#es, distribution, iipping, & awarehous, in gorage, duling opegations or
disposal. For thisreason, it is imperative tha al components seleded for use in CSfC solutions
are subjed to the gplicable Supply Chan Risk Managemert (SCRM) process 0 reduce te 1isk
of acquiring compromised components

12



Eadch component that is seleded from the CSfC ComponentsList shdl go througha Produd
Supply Chain Threa Assessnent to deermine the appropiate miti gationsfor theintended
applicaion ofthe @mponent pe the organizaion’s AO/DAA -approved Produd Supply Chan
Threa Assessnent process(SeeCNSD 505SCRM for additiond guidance).

There are doctrind requirements placed on Rodud Seledion, Implementers, and Solution
Integrators of these solutionsto minimizethethrea of suppy chain atads (seeSedions8, 10,
ard 11).

7.5 INTEGRATOR THREATS

This threatrefers o anintegator who hasurredricted aces © all componrerts within the
soluion piior to the aigomer purchasing and implementing the solution within their system.
This isdifferent than aSupply Chan threa in that these integrators have access o dl
components b beused in the solution, rather than only those bang procured from a paticular
vendor.

Thred actionscould indudeingalli ng or configuring components n amanner tha places the
organizdion & risk for attack or open to an unknavn vulnerability that may not be deteded
through nomal tests, scans, and aurity counter-measires In order to mitigate this threa,
integrators are required to becleaed to he highest level of daa proteded bythe DAR solution.
To further reduce the integrator threa, acusomer may wish to use multiple integrators, such that
no oneintegrator has access b dl components of the solution.

More information on the NSA’s list of trusted integrators can be found on he NSA CSfC
Website in the “Criteria For CSfC Integrators’ section (link:
https://www.nsa.goviia/programs/csfc/index.shtml)

8. DAR CONFIGURATION REQUIREMENTS

Secions 0 through 13speafy requirements for implementations of the S soluion compliant
with this CP. Thetables of requirements n the following sedionsspecify the soluion design
eachrequiremert is applicale t:

e SFdesign: DAR solution componentsindude SWFDE and FE.
The CPincludestwo cakegoriesof requirements specified based on the guidance provided bd ow:

e An Objecive (O) requiremen specifiesafeaure a function thatis desred or expecied
Organizaionsshoutl implement objedive requirements n lieu of acorrespondng
Threshdd requirement where feasgble.

e A Threshdd (T) requirement spedfies aminimum acceptable feaure or function that ill
provides the needed capabiliti es if the @rresponding objedive requirement cannot
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rea®naly be met (eg., die o systemmaturity). A solution implementation must satisfy
al applicable Threshold requirements, or their corresponding Objedive requirements, in
order to comply with this CP.

In many cases the Threshadld requiremert also servesasthe Qbjective requirement (T=0). In
some cases, multiple versionsof arequirement may exist in this Capability Padkage. Such
dternaive versionsof arequirement are designaed as being ether a Threshold requirement or
an Objecive requiremernt. Where both aThreshold requirement and arelaied Objecive
requirement exist, the Objedive requirement improves upon he Threshold requirement and may
replacethe Threshold requirement in future versionsof this CP. Objective requirements without
a corresponding Threshold requirement are marked as “Optiond”, butimprove upon heoveaall
seaurity of the solution and hould beimplemented where feasible.

In order to comply with this CP, a solution must a minimum impement al T hreshold
requiremerts asociated with eachof the soluion designsit suppots, and should implement the
Objedive requirements assodated with those solution designswhere feasible. For example, a
DAR solution uilizing a SWFDE and FE must implement the Threshold requirements only
applicade o the - design.

8.1 REQUIREMENTS DESIGNATORS

Ead requirement ddfined in this CP has auniqueidentifier digraph tha groupsrelated
requirements together (e.g.,KM), and asequence number (e.g., 2). Tade 3 bdow lists the
digraphs ugd to group bgether related requirements, and identifies where they can befound n
thefollowing sedions

Table 3: Requirement Digraphs

Digraph Desciiption Section(s) Table(s)
PS Produd Sdledion Requirements Sedion9 Table4
SR Overall Solution Requirements Secion10.1 Table5
CR Configuration Regquirements for All DAR Components | Sedion10.2 Table6
SW Requirements for SWFDE Components Sedion 103 Tade 7
FE Requirements for FE Components Sedion 104 Tale8
EU Requirements for EUD Section 105 Talde9
CM Configuration Change Detedion Requirements Sedion 106 Talde 10
DM Requiremerts for Device Managenent Sedion 1Q7 Tade 11
AU Auditing Requirements Sedion 108 Talde 12
KM Key Managemert Requirements for All DAR Sedion 109 Tabe 13

Components
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Digraph Desciiption Section(s) Table(s)
GD Requirements for Use and Handling of Solutions Sedion 111 Tade 4
RP Requirements for Inddent Reporting Sedion 112 Talde 15
TR Testing Requirements Sedion 131 Talde 16

9. REQUIREMENTSFOR SELECTING COMPONENTS

In this sedion, aseries of requirements are given for maximizing the independence beaween the
componentswithin the solution. Thiswill increase thelevel of eff ort required to compromise this

soluton.
Table 4: Product Selection Requirements
Req # Requirement Description SDd it Threshold/Objective AIETERNE
esgns
DAR-PS1 | Theproduds usd for the FE layer SF T=0
shdl bechosen fromthelist of FE
produds on the CSfFC Components
List.
DAR-PS2 | Theproduds usd for the SWFDE SF T=0
layer shall be chosenfrom the list
of SWFDEson the CSfC
Components List.
DAR-PS3 | Thelnna and Quter DAR layer SF T=0

shall dther

e Come fromdifferent
marufacturers, where
nathe marufadurer isa
subsdiary of the other; or

e Be dfferent produdsfrom
the same marufadurer,
where NSA has cetemrmined
that the produds meetthe
CSfC Prograni's ciiteria for
implementation
indeperderce.
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Req #

Requirement Description

Sdution
Designs

Threshold/Objectve

Alternative

DAR-PS4

Eachcomporen sdededfromthe | SF
CSfC Components List shdl go
through aProduwct Supply Chain
Risk Managemert Assesnert to
determine the appropriate
mitigations for the intended
application ofthe component pe
the organization's AO/DAA
approved Produd Supdy Chan
Thred Assessnert process.(See
CNSSD 505 Supply Chan Risk
Managenent (SCRM) for
additiond guidance.)

T=0

DAR-PS5

The cryptographic librariesused by | SF
thenne and CQuter DAR layer shall
beindependently developed and
implemented.

optiond

10. CONFIGURATION

Once the products for the solution ae seleded, the next step is setting up the components and
configuring them in aseaure manne. This sedion congsts of generic guidane for how to
configure the componentsfor aDAR solution.

101 OVERALL SOLUTION REQUIREMENTS

Table5: Overall Solution Requirements

Req #

Requirement De<ription

Sdution
Desgns

Threshold/
Objedive

Alternative

DAR-SR-1

Default acaunts, passvords, community
strings, ard other default accesscontrol
mecharisns for al componants shdl be
changed or removed.

SF

T=0

DAR-SR-2

The DAR solution shall bepropely
configured according to local pdicy and
U.S. Government guidane (e.g., NSA
guiddines). In the event of confiict between
the requirements in this CP and locd poalicy,
the CSC Program Managenert Office
(PMO) must be caitaded

SF

T=0

DAR-SR-3

Each DAR component shdl have unique
useraccants.

SF

optiond
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102 CONFIGURATION REQUIREMENTS FOR ALL DAR COMPONENTS

Table 6: Configuration Requirements for All DAR Components

. _ Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-CR-1 Defaut ercryption keys shall be cranged SF T=0
DAR-CR-2 User authentication credertial valuesfor ead DAR layer SF T=0
mecharismtype shall be wique (e.g., the password for the
SWFDE will not be the sane as he password for the FE)
DAR-CR-3 DAR components shdl use dgorithms for encryption SF T=0
sekctedfrom Tale 1 tha are gpproved to proted the highest
classificaion level of the data.
DAR-CR-4 Eadh DAR component shdl prevent further authorization SF @) optiond
attenpts after a nunber of failed attempts defined by the
AO/DAA.
DAR-CR-5 EachDAR layershell zeroize the DEK/FEK after anumber SF @) optiond
of consective failedlogonattempts defined by the
AO/DAA.
DAR-CR-6 Eadch DAR component shdl locally gererate its own SF T=0
symmetric encaryption keys on the EUD.
DAR-CR-7 Each DAR component shdl permit only an administrator to SF @] optiond
disable DAR component.
DAR-CR-8 All caomporerts shall have DAR protedions enalbedat all SF T=0
times after provisioning.
DAR-CR-9 All comporerts shall ercrypt dl classfied data SF T=0
DAR-CR-10 | All CSfC components shdl beimplemented (configured) SF T=0
usng only their Nationd Information Asaurance Partnership
(NIAP)-approved configuration sttings.
DAR-CR-11 | Uses shal berestricted to designated userfolders. SF T=0
10.3 REQUIREMENTSFOR SWFDE COMPONENTS
Table 7: Requirements for SWFDE Components
. . Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-SW-1 The SWFDE shall useCipher Block Chaining (CBC) for SF T DAR-SW-2
encryption.
DAR-SW-2 The SWFDE shall use (XTS) for encryption. SF @) DAR-SW-1
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Req #

Requirement Description

Sdution
Designs

Threshold/
Objedive

Alternative

DAR-SW-3

The SWFDE shall beconfigured to use ore of the following
authentication ogions

® A randonmly generated pasgphrase or passvord that
meet the minimum strergth setin APPENDIX E.
Passvord/Passprase Srergth Paranmeters or

¢ A randonly-gererated bit string equivalent to the
cryptographic strength of the DEK contained on an
externd USB token or

e A combinaion of both of theabowe.

SF

T=0

104 REQUIREMENTS FOR FE COMPONENTS

Table 8: Requirementsfor FE Components

Req #

Requirement Description

Sdution
Desgns

Threshold/
Objedive

Alternative

DAR-FE-1

The FE shall use CBCor XTS for Encryption.

SF

T=0

DAR-FE-2

The FE shdl use onedf thefollowing authentication options

o A rarmdomly gereratedor user gererated pasphrase
or password ddfined by the AO/DAA that mees
minimum strength setin APPENDIX E.
Passvord/Passprase Srergth Paraneters; or

e An eternd smartcad or sditware @pahlity
containing asdtware certificae with RSA or
Elli ptic Curve Cryptography (ECC) key pairs per
Tabel.

SF

T=0

105 REQUIREMENTS FOR END USER DEVICES

Table 9: Requirementsfor End User Devices

Req #

Requirement Description

Sdution
Designs

Threshold/
Objedive

Alternative

DAR-EU-1

All EUD provisioning shdl be peformed through dred
physical access

SF

T=0

DAR-EU-2

The BJD’snonvolatile gorage nedashdl bedestroyed per
National Telecommunication and Information Systenms
Seaurity Ingruction 4004if found diter banglog. (This does
not predudeforendc investgation by appropriate authority.)

SF

T=0

DAR-EU-3

EUDs shall implemert the Basic Input/Output System
(BIOS) seaurity guiddines specified in NIST SP 800-147.

SF

optiond
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Req #

Requirement Description

Sdution
Designs

Threshold/
Objedive

Alternative

DAR-EU-4

All Usesshall signanorganization-defineduse ageanert
before bang authorized to use an EUD.

SF

T=0

DAR-EU-5

All Usasshal receive anorganzation-developed training
course for operating an EUD prior to use.

SF

T=0

DAR-EU-6

At aminimum, the organzation defined user ageenert shall
indudeeach of thefollowing:
e Operational Secuity (OPSEQ guidane
e Required physicd protedionsto employ when
opeating and storing the EUD

e Restictionsfor whenard where the BJD may be
used

o Veification of Information Asaurance (IA) Training

o Veification of appropriate cleaarnce

e Justificaion for Acces

e Requester information and organization

e AccountExpiration Date

o UserRegorsihiliti es

e An overview of wha constitutes pasiti ve control and
the risks assaiatedwith using the EUD after it is
lost

SF

T=0

DAR-EU-7

Externd USB tokensand Snartcards, when used, shdl be
removed from the EUD upon orbefore shutdown in
accadarce with AO/DAA pdlicy.

SF

T=0

DAR-EU-8

AO/DAA shdl provide guidana on goring and seauring
authenticdion fadors.

SF

T=0

DAR-EU-9

The Seaurity Administrator shall disable system power
saving stateson EUDs (i.e., Sleg and Hibernate).

SF

T=0

DAR-EU-10

The BJD shall power off after a period of inadivity defined
by the AO/DAA.

SF

T=0

DAR-EU-11

The EUDs shdl be provisioned within aphysica
environment certified to protect the highest clasdfication
level of the dita gored on the device.

SF

T=0

DAR-EU-12

The EUD shdl ony bere-provisioned to the same or higher
classificaion level of the classfied data per an AO/DAA
approved process

SF

T=0

DAR-EU-13

The EUD shall be reportedas 1ost” when out of paositive
control as pedfied by the AO/DAA.

SF

T=0

DAR-EU-14

Systemfolders stal have wserwrite permissons dsabed
unlessautharized by an administrator.

SF

T=0
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10.6 CONFIGURATION CHANGE DETECTION REQUIREMENT

Table 10: Configuration Change Detedion Requirements

. _ Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-CM-1 A history of basdline configurationfor al components shal SF T=0
be maintained by the Security Administrator and be available
to the Auditor.
DAR-CM-2 An auomated processshell ensue canfiguraton charges ae | SF @) optiond
logged.
DAR-CM-3 Logmessags greratedfor configuration changes shall SF 0] optiond

include the spedfic charges made o the canfiguration.

10.7 REQUIREMENTS FOR DEVICE MANAGEMENT

Only authorized Seaurity Administrators (SeeSedion 12)will be dlowed to administer the DAR
Components.

Remote administration for software upddes and re-configuration can beultili zed through an
approved NSA DIT solution.

If thesolution owner is unable to remotely managethe EUDs, the solution owner must
physicaly manage al devicesin arder to ersure the deviceg(s) and DAR protedion cmmponents
recave the proper software and configuration updites.

Table 11 Requirements for Device M anagement

. A Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-DM-1 EUDs stall be physicdly administered SF T
DAR-DM-2 EUDs shall be remotely administered using a NSA approved | SF @) DAR-DM-1
DIT protedion solution (e.g., NSA Certified Product or
CSfC approved solution).
DAR-DM-3 | Administration Workstations shdl be dedicaed for the SF T=0
purposes gvenin the Capability Package ard shall be
physicdly separated from workstationsused to manage non
CSC solutions
DAR-DM-4 | Administration Workstations shall physically reside within a | SF T=0

proteded fadlity where CSfC solution(s) are managed
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108 AUDITING REQUIREMENTS

Table 12 Auditing Requirements

. _ Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-AU-1 EUDs shall beinspededfor malicious physicd charges n SF T=0
accadarce with AO/DAA defined policy.
DAR-AU-2 The EUDs shdl be configured to generate an audit record o | SF @) optiond
thefollowing events:
o Start-up and shutdown o any platform audit
fundions.
o All adninistrative adions dfecting the DAR
encryption mmponents.
e Userauhaorizaton attenpts ard swecessfailure o
the atenmpts.
o Software updaesto the DAR encryption
components.
DAR-AU-3 Auditors shdl review audit logs for an AO/DAA defined SF T=0
time period.
DAR-AU-4 Auditors snall physically accourt for the EUDs after an SF T=0
AO/DAA defined time period.
DAR-AU-5 Administrators shall periodicaly compare solution SF @) optiond
component configurationsto atruged baseline configuration
after an AO/DAA definedtime period.
109 KEY MANAGEMENT REQUIREMENTS
Table 13: Key Management Requirements for All DAR Components
. - Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-KM-1 TheKEK, FEK, and DEK key szes and dgorithms used for SF T=0
the SVFDE ard FE shell be as pedfiedin Table 1.
DAR-KM-2 DAR solution products shdl beinitialy keyed within a SF T=0
physicd environment certified to proted the highest
classficaion level of the DAR solution.
DAR-KM-3 The DAR sdution shall disabe all key recovery SF T=0

mechansns.
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11.REQUIREMENTS SOLUTION OPERATION, MAI NTENANCE, &

HANDL ING

111 REQUIREMENTSFOR THE USE AND HANDL ING SOLUTIONS

Thefollowing requirements shal befollowed regarding the use and handling of the solution.

Table 14: Requirementsfor the Use and Handling of Sdutions

Req #

Requirement De<ription

Sdution
Desgns

Threshold/
Objedive

Alternative

DAR-GD-1

Acquisition and pocurement doaumentation shal na
indudeinformation abou how the equipment will be used,
including that it will be used to protectclassfied
information.

SF

T=0

DAR-GD-2

The solution owner shdl dlow, and fully coopeate with,
NSA or its auharized agert to perform anlA compliance
audit (induding, butna limited to, ingpedion, testing,
observation, interviewing) of the solution implementation
to ersure it meesthe lateg version of the Capalility
Paclage.

SF

T=0

DAR-GD-3

The AO/DAA will ersure that acompliarce aidit shall be
conductedevery yearagninst the lateg version of the DAR
Capability Package.

SF

T=0

DAR-GD-4

Results of the compliance audit shdl be provided to and
reviewed by the AO/DAA.

SF

T=0

DAR-GD-5

When a new approved version ofthe DAR Capability
Padage is pulished by NSA, the AO/DAA shdl ensure
compliance againg this new Capalility Package within 6
months

SF

T=0

DAR-GD-6

Solution implementation information, which was provided
to NSA duiing solution registration, shall beupdaed every
12 (or lesg months (seeSedion 13.3.

SF

T=0

DAR-GD-7

The Seaurity Administrator, Auditor, User, and dl Solution
Integators shall be cleaedto the highestlevel of data
proteded bythe DAR solution.

SF

T=0

DAR-GD-8

The Seaurity Administrator and Auditor roles shdl be
performed by diff erent people.

SF

T=0

DAR-GD-9

All Seaurity Administrators, Users, and Audtors shall med
locd information asswarcetraining requiremerts.

SF

T=0

DAR-GD-10

User shall report log or stolen BEUDs to ther Information
System Seaurity Officer (ISSO) or chan of command as
defined by the AO/DAA.

SF

T=0
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- - Sdution Threshold/ | Alternative
Req # Requirement De<cription Designs Objedive
DAR-GD-11 | Only Seaurity administrators shal perform the installation SF T=0
and pdicy configuration.
DAR-GD-12 | Secuity critical patches(such asinformation Asaurance SF T=0
Vulnerability Alert (IAVA s) shdl betested and
subsequently applied to dl componentsin thesolutionin
accadarce with locd policy ard this Capallity Package.
DAR-GD-13 | Locd pdlicy shal dictate how the Seaurity Administrator SF T=0
will ingal pachesto olution components.
DAR-GD-14 | All DAR components shdl be updaed using digitally SF T=0
signed updites provided by the venda.
DAR-GD-15 | All authorized Users shall have the abili ty to zeroize keys SF O optiond
for bath layers.
DAR-GD-16 | When using an FE Product, the usermust ersure that no SF T=0
classified data shell be put into the file's metadaa (e.g.,
filename)
DAR-GD-17 | All componentsin the solution dhall bedisposed of as SF T=0
classified devices,unless aclassfied using AO/DAA -
approved procedures.
DAR-GD-18 | Usesshall idertify ard selectall clasdfied data that must SF T=0
be encrypted.
DAR-GD-19 | AO/DAA shall define lossof positive cantrol for eachuse | SF T=0
case.

112 REQUIREMENTS FOR | NCIDENT REPORTING

Tale 15 lists requirements for reporting seaurity incidents b NSA that are to befollowed in the
event asolution owner identifies a seaurity incident which &feds the solution. These reporting
requirements are intended to augment, not replace arny incidert reporting proceduresalready in
use within the solution owner’s organization. It is critical that Seaurity Administrators (SAs) and
Auditors are familiar with mantaining the solution in accordance with this CP. Based on
familiarity with the known-goodconfiguration ofthe solution, pesonné responsble for
Operationsand Maintenan@ (O&M ) will be béter equipped to identify reportable incddents

For the pumposes of inddent reporting, “malicious’ activity indudes not only events ha have
been atributed to activity by an adversary butdso any events ha are unexplained. In other
words, an ativity is assumed to bemaliciousunless t has been deermined to betheresult of
known nonmdicious aciivity.
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Compromise, in this context, indudes reporting red or perceved access b dassfied dda (e.g.,
user or administrator accessor pamisson o daawithouthaving to authorize or usngincorred
crederials).

Tale 15 only provides requirements diredly related to heinddent reporting process See
Secion 10.8for requirements suppoting detedion of events ha may reved tha areportable
incidert hasoccured

Table 15: Incident Reporting Requirements

Sdution Threshold/ | Alternative

Req # Requirement De<cription Designs Objedive

DAR-RP-1 Report aseaurity failure in any of the CSfC DAR solution SF T=0
components.

DAR-RP-2 Report any mali cious configuration changes to the DAR SF T=0
components

DAR-RP-3 Report any eviderce d a ammpromise d classfied data SF T=0
cawsal by a failure d the CSfC DAR sdution.

DAR-RP-4 Report any evidene of maliciousphysicd tampering (e.g., SF T=0
missing or mis-ingalled pats) with solution wmponents.

DAR-RP-5 Confirmedinciderts meetngthe citeria in DAR-RP-1 SF T=0
through DAR-RP-4 shall be reportedwithin 24 tours of
detedionviaJant Incidert Managenment System(JIMS) or
contacting the NSA as spdfiedin the CSfC Regstration
Letter.

DAR-RP-6 At aminimum, the organizaion sall provide the following SF T=0

information when reporting seaurity inddents:
o CSfC Registration Number
e Point of Contad (POC) nane, phone email
o Alternate POC name, phore, email
e Clasdfication level of affeded solution
e Affededcomponent(s) manufadurer/vendor
e Affeded component(s) modd number
o Affeded component(s) version nunber
e Date andtime d incidernt
e Description ofinddent
e Desciption of remedation acivities
e Is Techicd Suppat from NSA requeged? (Y es/No)
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12. ROLE-BASED PERSONNEL REQUIREMENTS

Theroles required to administer and meintain the solution ae detailed bdow, dongwith
doctrinal requiremerts for these roles

End User — An End User may operate a EUD from physicd locationsnot owned, opeated, or
controlled by the government. The End User shall beresponsble for opeating the EUD in
accadance with this CPand an ormganization ddined user agreament. End User duties indude
but are nat limited to:

1) Ensuringthe EUD is only opeated in physicd spaces which comply with the end usr
ageenert.

2) Alerting the Seaurity Administrator immediatdy upona EUD being lost, stolen, ar
sugpected of being tampered with.

Secuity Administrator — The Seaurity Administrator shdl beresponsble for maintaining
monitoring, and @ntrolling al seaurity fundionsfor the entire suite of products composng the
DAR solution. Seaurity Administrator duties include but are nat limited to:

1) Ensuringthatthe lateg secuity critical software patchesarnd updates(such aslAVAYS)
are applied to ead product in atimely fashion.

2) Documenting and reporting seaurity-related inddents b the gpropiate authorities.

3) Coordinaing and suppoting product logistic support activities induding integration and
maintenance. Some logistic suppats activities may require that the Seaurity
Administrator escort undeaed personnd.

4) Enaringtha theimplemented DAR solution remains compliant with the latest version of
the CP.

5) Provisioning and maintaining EUDs in accordane with this CP.

Auditor — The Auditor shdl beresponsble for reviewing theadionspeaformed bythe Seaurity
Administrator and eventsrecorded in the aidit logsto ensure tha no ation or event representsa
compromise of the DAR soluion. Therole of Auditor and Seaurity Administrator shdl notbe
performed bythe same individud. Auditor duties indudebutare notlimited to:

1) Reviewing, managing, controlling, and mantaining seaurity audit log data
2) Documenting and reporting seaurity related inddents b the gpropiate authorities.
3) TheAuditor will only begiven authority to aceess all aulit recad.
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Solution Integrator —In cettain casesanextemal integator may be hired to impement aDAR
soluion baed on heCP. Solution Integrator duties may indudebutare notlimited to:

1) Acquiring the produds tha compose the solution.

2) Configuring the DAR solution in accordance with the CP.
3) Testingthe DAR solution.

4) Documenting the solution and its compliance to the CP.
5) Troubleshooing the solution.

13.INFORMAT ION TO SUPPORT AUTHORIZED
OFFICIAL/DESIGNATED APPROVING AUTHORITY

This sedion details itemsthat likely will be necessary for the custamer to oltain gpproval from
the system AO/DAA. The cusomer and AO/DAA have obligaionsto paform thefollowing:

e The awisomer, posibly with suppot from a Solution Integrator, instantiates a solution
implementation that follows the NSA-approved CP.

e The cistomer hasa teding teamdevdop aTest Plan and peform testing of the DAR
soluion, eSedion 13.1.

e The customer hassystemassessnent and authorization performed usng the risk
asesmert information referercedin Secion 13.2.

e The custame provides the results from testing and system assessnent and authorizaion
to the AO/DAA for use in making an approvd dedsion. The AO/DAA is ultimately
responsble for ensuring that dl requirementsfrom the CP havebeen properly
implemented. NSA publishes compliance matrixes requiring a short description of how
requiremerts are met. NSA recanmends the AO/DAA require the canpliance matrix as
pat of thar bodyof evidence.

e The awisomer registers the solution with NSA and re-registers yearly to validate its
continued use as detailed in Sedion 13.3. NSA publshes registration forms on NSA.gov.

e Cudgomers who want to use avariant of the solution deailed in this CPwill contact NSA
eaty in their desgn phase to ddermine ways t obin NSA approvd.

e The AO/DAA will ensure tha a ompliance audit shdl beconduded every yea agang
thelatest version ofthe DAR CP, and the results shdl beprovided to he AO/DAA.

131 SOLUTION TESTING

This sedion povides aframework for a Test and Evaludion (T& E) plan and procedures o
validate the implementation of a DAR solution. This T& E will be a aitical part of the gpproval
processfor the AO/DAA, providing arobug bodyof evidene tha shows compliance with this
CP.
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The scuity feauresarnd operational cgpabilitie s associated with the use of the solution shall be
tested. The following is a general high-level methodology for devel oping thetest plan and
procedures and for the exeaution ofthose procedures 1 vdidae theimplementation and
fundiondity of the DAR solution. The entire solution, © indudeeadh component described in
Secton5, is addressed by this test plan.

1) Set up hebaseline nagwork design and configure all components

2) Document the baseline network design configuration. Indude produd model ard serial
numbe's, and oftware version nunbers as a minimum.

3) Dewelop atest plan for the spedfic implementation using the test objectives from Sedion
14. Any additiond requirements imposed by thelocd AO/DAA shoull aso betested,
and thetest plan shdl indudetests o ensure tha these requirements do notinterfere with
the seaurity of this solution & described in this CP.

4) Perform testing using the test plan derived in Step 3. System testing will consist of bath
Blad Box testing and Gray Box testing. A two-person testing gpproach should beused to

administer thetests. During test exeaution, ®aurity and nonsecuity relaed

discrepancies with the solution shal bedoamented.
5) Compile findings, to indudecomments and vuherability detailsaswell aspossble
countermeasure information, into afinal test report to beddivered to he AO/DAA for
approvd of the solution.
6) Thefollowing testing requirement has been developed to ensure that the DAR solution
fundionspropely and meds the @nfiguration requirements from Sedion 8. Testing of
these requirements shout beused as a minimum framework for the development of the
detaledted planard procedures

Table 16: Ted Requirements

. _— Sdution Threshold/
Req # Requirement De<ription Desins Objedive
DAR-TR-1 The organizaionimplementing the CP shdl perfform al tests | SF T=0

listed in Sedion 14.

132 RiISK ASSESSMENT
The Risk Assessnent (RA) of the DAR solution piesented in this CP focuses on he types of

attacks that are feasible against this solution and the mitigations that can be employed.

Cugomers shoutl contad thar NSA/IAD Client Advocate to request therisk assessnent, or visit
the Seaet Internet Protocol Router Network (SIPRNet) CSfC gte for information. The process

for obtaining the RA is aval able on he SIPRNet CSfC webste. The AO/DAA shdl beprovided
a cqy o the NSA RA for thar condderation in goproving the use of the solution.
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133 REGISTRATION OF SOLUTIONS

All custamers using CSfC solutions to protect information onNational Seaurity Systems shall
register thar solution with NSA prior to opeational use. Custamers will provide their
compliance chedlists and registration formsto NSA. This registration will allow NSA to track
where DAR CPsoluionsare ingantiated and o provide AO/DAASs a those stes with
appropiate information, induding all significant vulnerabilitie s that may be discovered in
componentsor high-level designs gpproved for these solutions The CSfC solution registration
proces, as well as the compliance matrices and registration forms, are availabe at
http://www.nsa.goVia/programg/csfc_program.

Solution registrationsare vdid for oneyea, & which time cugomers are required to re-register
thar solution in order to continueusng it. Approved CPswill be reviewedtwice ayear, or as
eventswarrant. Registered uers of thisCPwill benotified when an updaed vesion is
published. When a nev version ofthis CPtha has been goproved bythel AD Diredor is
published, cusomers will have sx monthsto biing their solutionsin compliance with the new
version and re-register their solution (seerequirement DAR-GD-5). Customers are also required
to updde thar registrationswheneve the information provided on heregistration form changes.

14. TESTING REQUIREMENTS

This sedion contains the spedfic tests that dlow the Seaurity Administrator or Solution
Integrator to ensure they havepropealy configured the solution. As defined in Sedion Q in oder
to comply with this CP, asolution mus, at minimum, implement al Threshald requirements
asdated with each of the @pabiliti es it suppots, and shoud implement the Objective
requiremerts asociated with those cahiliti eswhere feasble. These teds may also be sedto
provide ezidene to the AO/DAA regarding compliance of the solution within this CP. Note that
the cetais of the proceduresare the responsbility of thefind develope of thetest plan in
accadance with AO/DAA -approved ndwork procedures. The AO/DAA is ultimately
responsble for ensuring that dl requirementsfrom the CP have been properly implemented.

141 PRODUCTION SELECTION

This sedion mntains aprocedure to verify that the FE and SWFDE were sleciedto ersure
independence in svera important feaures.

Requirements being teded: DAR-PS1 throughDAR-PS5.
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Procedure De<ri ption:

1) For each DAR layer, perform the following:

a)

b)

c)

d)

Veiify tha the FE is on thelist of FEs on he CSfC ComponentsList. (DAR-
PS1)

Verify tha the SWFDE is on thelist of FDEs on the CSfC ComponentsList.
(DAR-PS2)

Verify that that the SWFDE and FE either come from diff erent indgpendent
manufacurers or that NSA has determined that sufficient implementation
independence exists. (DAR-PS3 and DAR-PS5)

Verify that eachcomporen selecedfrom the CSfC ComponentsList goes
through aProdud Supply Chain Threa Assessnent to dégerminethe
appropriate mitigationsfor the intended plicaion ofthe @mponent pe the
organizaion’s AO/DAA approved Produd Supply Chan Threa Assessment
process (SeeCNSD 505 SCRM for additiond guidan®.) (DAR-PS4)

Expected Reallts:

Theresults of the ingpection should reveal that the DAR Solution ammponents conform to
the DAR CP.

142 END USER DEVICE CONFIGURATIONS

This sedion mnitains procedures  ensure that the @nfigurationsfor all the EUDs in the DAR
soluion follow the requirements n this Capability Padage.

Requirements being tested: DAR-EU-1, DAR-EU-3 through DAR-EU-14, DAR-SR-3, and
DAR-DM-1 through DAR-DM-2.

Procedure De<ri ption:

1) For each EUD peaform thefollowing:

a)

b)

Enaure the implementing oilganizaion polcy sates tha provisioning the EUD
takesplace n a facility that is equal to the highest classfication level DAR
soluton and donethrough dred physicd access (DAR-EU-1 and DAR-EU-
11)

Ingped the EUD’s BIOS in oder to veify that the BIOS comply with the
seaurity guiddines foundin NIST-SP800-147. DAR-EU-3)

Enaure the implementing oilganizaion poicy gates tha dl users are required
to 9gn an organizaiondefined user agreement before bang authorized to use
aEUD. (DAR-EU-4)
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d) Verify the implementing arganization has atraining program in place for
users to recave prior to operating aEUD. (DAR-EU-5)

e) Verify that a a minimum, the organization defined user agreement shall
indudeead of thefollowing (DAR-EU-6):

e Operational Secuity (OPSEC) gudarce

e Required physicd protedionsto employ when operating and goring the
EUD

e Restrictionsfor when and where the EUD may be used

e Veificaion ofInformation Assurance (IA) Training

e Verificaton d appropriate cleamance

e Justificatonfor Acces

e Requester information and organizaion

e AcoountExpiration Dete

e UserResporsihilities

e An oveview of wha constitutes postive mntrol and therisks asdated
with using the EUD after it is lost

f) Ensure al systempower stateson EUDs are dsaledby the Seaurity
Administrator (i.e., Sleepard Hibemate). (DAR-EU-9)

g) Ensaurethe EUD is configured to shut down for after a period of inactivity
defined bythe AO/DAA. (DAR-EU-10)

h) Ensure the EUD is only re-provisioned to the same or higher clasdgfication
level of the clasifieddata peranAO/DAA approved proces. (DAR-EU-12)

i) Verify that the implementing organization pdicy states that a EUD is
consdered and shdl bereported as “log” if outof postive control asspecified
by the AO/DAA. (DAR-EU-13)

J) Verify tha the EUD has uniqueuser accounts for ead user. (DAR-SR-3)

k) Ensure that EUDs are physicaly administered ard that proceduresare in pace
to peform this. (DAR-DM-1)

[) Ensuretha EUDs are remotely administeredusing aNSA approved DIT
protedion lution (e.g. NSA Certified Produd or CSfC approved soluion).
(DAR-DM-2)

m) Ensure Administration Workstationsare dedicated and physicdly separated
from workstations ugd to manage nonCSfC solutions (DAR-DM-3)

n) Ensure Administration Workstationsphysicdly reside within aproteded
faciity where CSfC soluion(s) are maraged (DAR-DM-4)
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2) If the BUD requiresany externd authenticaion fadors, peform thefollowing:

a)

b)

Ensure the implementing arganization pdicy dates that USB tokensand
Smartcards, when used, shdl beremoved from the EUD upon orbeore shut
down in accordance with AO/DAA policy. (DAR-EU-7)

Enaure tha the AO/DAA provides guidance o storing and fauring
authenticaion fadors. (DAR-EU-8)

Expected Reallts:

For step 1, &l EUDs shoutl beconfigured propealy. For step 2, an EUD utili zing atoken
should follow organizaiond policy for handling and doring authenticaion fadors.

143 DAR COMPONENT CONFIGURATION

This sedion @ntains procedures o ensure tha the onfigurationsfor al the DAR Components
in the DAR solution follow requirements given in this Capability Padkage

Requiremernts being teded: DAR-SR-1, DAR-SR-2, DAR-CR-1 throughDAR-CR-11, DAR-
EU-14,DAR-SW-1 throughDAR-SW-3, DAR-FE-1, DAR-GD-15, DAR-KM-1, and DAR-KM-

3.

Procedure De<ri ption:

1) For each DAR component in the solution, peform the following:

a)
b)

c)

d)

f)

9)

Obtain the arrent configuration for the DAR Component

Verify that dl default accounts, passvords community strings, and oher
defaut acces control mechansms are chaiged or renoved (DAR-SR-1)
Verify that the component is configured acording to local policy and U.S.
Government guidane. (e.g., NSA Guiddines). In the evat of conflict
between the requirements in this CP and local policy, the CSC PMO mug be
contaced (DAR-SR-2)

Change the authenticaion pasvordsto ensure that dl default encryption keys
are chaged before the @mponent isused. (DAR-CR-1)

Verify that the user authentication credentials for each DAR layer mechansm
type are unique (DAR-CR-2)

Enaure tha DAR components use algorithms for encryption sleded from
Tale 1, which are agprovedto protectthe highed classificaion level of the
data. (DAR-CR-3)

Enter the number of failed attempts as defined bythe AO/DAA to ensure tha
theuser is locked outand is notalowed any further authenticaion atempts
(DAR-CR-4).
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h)

)
k)

1)

Enter the numbe of wrong passvords conseautively as defined by the AO/DAA
and veify that the Data Encryption Key (DEK) is zeroized by each DAR
layer. (DAR-CR-5)

Enaure each DAR component generates its own symmetric enayption keys.
(DAR-CR-6)

Enaure tha each DAR component is configured to endle only an
administrator to disable DAR componet. (DAR-CR-7)

Ensure that al components have DAR protections enabled at all times after
provisioning. (DAR-CR-8)

Enaure dl componentsenaypt dl selecedclassifieddata. (DAR-CR-9)

m) Ensure dl CSFC components are implemented (configured) usng anly their

n)

0)

NIA P-approved configuration sttings. (DAR-CR-10)

Ensure that al key szes and dgorithms used for the DAR components use the
algorithms as spedafied in Table 1. (DAR-KM-1)

Verfy that all key recovery mechansms are dsaded (DAR-KM -3)

2) For eahh SVFDE component in the solution, peform the following:

a)

b)

Velify the SNFDE uses either CBC or XTS for enayption. DAR-SW-1,

DAR-SW-2)

Veliify that SWFDE is configured to use oneof thefollowing authenticaion

options(DAR-SW-3):

e A randomy generated pasghrase or passvord that meets the minimum
strength set in APPENDIX E. Passwvord/Pasgphrase Strength Parameters
or

e A randomy-gererated bit string equivalent to the cryptovariade grength
of the DEK contained onan externd USB token or

e A combinaion ofboth of the d&ove

3) For each FE component in the solution, peform the following:

a)

b)
c)

d)

Verify that user write permissions to system folders are disabled unless

authorized by an administrator. (DAR-EU-14)

Verify tha only CBC or XTS are utili zed for enayption. DAR-FE-1)

Enaure tha thezeroization of al cryptographic keysis eradedper AO/DAA

guiddines. (DAR-GD-15)

Verify that eadh user is restricted to their designaed user folder. (DAR-CR-

11)

Verify that only the administrator has privileges to disable data-at-red

protedion. DAR-CR-7)

Verify that the FE uses one of the following authentication optons(DAR-FE-

2):

e A pasPhrase or passvord with thelength and complexity defined in
APPENDIX E. Pasword/Pasphrase Srength Parameters; or an extemal
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smartcard or software capability containing a software cettificate with
RSA or ECC key pairs.

Expected Reallts:

For step 1, vaify tha the SWFDE DAR component is propealy configured and opeating
correctly. For step 1and 3, veify tha the FE DAR component is propely configured
and opeating correctly.

144 CONFIGURATION CHANGE DETECTION

This sedion mntains procedures © ensure that changes madeto any of the DAR Component
configurationsare deeded by the Configuration Change Detedion tool.

Requiremernts being teded: DAR-CM-1 throughDAR-CM-3, DAR-AU-5.
Procedure De<ri ption:

1) Thefollowing steps $all bedonefor eat of the DAR Componentswithin the
soluton.

a) Enaretha abaseline onfiguration for dl componentsis mantained by the
Secuity Administrator and is made avail able to the Auditor. (DAR-CM-1)

b) Verify that proceduresare in place br Administrators to periodicaly compare
soluion cmmponent configurationsto atrused baseline @nfiguration dter an
AO/DAA ddfined time period. (DAR-AU-5)

c) Ensure an automated proces isemabedto log all configuration changes (DAR-
CM-2)

d) Make aconfiguration change Look in the audit log to verify thata log ertry has
beengererated about the canfiguration change ard that the specific changesare
propely recorded Do this several times with different types of changes, and then
return to theinitial configuration to complete. (DAR-CM-3)

Expected Reallts:

The Auditor will v alidate the baseline configuration was stored in Step 1a. In Sep 1d,
there houd be a bgertry creatdfor eachconfiguration change in the audit log
induding the atud configuration change.

145 AuDIT

This sedion mntains procedures for ensuring audit events are deteded, the prope information is
loggedfor eachevent.

Requiremernts being teded: DAR-AU-1 throughDAR-AU-4.
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Procedure De<ri ption:

1) Verify that EUDs are inspecied for malicious physical changesin accadance with
AO/DAA defined pdicy. (DAR-AU-1)

2) Examples for testing the ability of each DAR Component to audit and log audit
everts specifiedin the CP are given bdow. Verify tha for each event loggel, the
applicable daaregarding the evet isrecrded for thelog entry. (DAR-AU-2)

a) Startup and shutdown the EUD and ay platforms therein that opeate
independently. Review the audit logs 1 verify tha the sartup and shutdown
everts are ecorded

b) Verify that any adions taken as an administrator affecingthe DAR
encryption mmponentsare logged.

c) Authorizeto boh layers on the EUD succesdully. Then logout and attempt to
re-authorizeto boh layers but puposly enter thewrong authenticaion
credentials. Review the audit logs to verify the succesdfailure of
authentication attempts.

d) Send sftware updates o the DAR enayption componeits D veify that the
updaes are recorded in the audit log.

3) Inged the organizaion’s implementation palicy to verify that it states how often
audit logs shdl bereviewed by the Auditor per an AO/DAA defined time period.
(DAR-AU-3)

4) Inged the organizaion’s implementing policy to verify how often the Auditor shall
physicdly accountfor dl EUDs in the DAR solution pe an AO/DAA defined time
period. (DAR-AU-4)

Expected Reallts:

For Step 1, aprocedure is in placeto ingpect EUDs for maliciousphysicd changes. For
Step2, all occurencesof awlitade evems given should generate an entry in the audit log.
For Steps 3 and 4, ensure the implementing organizaion ha a pdicy that complies with
those requiremens.

146 KEY MANAGEMENT

This sedion mntains procedures  ensure that the generation and management of keys used in
the DAR solution follow the requirements given in this Capability Padage.

Requirements being tested: DAR-KM-2.
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Procedure De<ri ption:

1) Veify tha the DAR Componentsareinitially keyed within aphysical environment
cetified to protect the highest clasdfication level of the DAR solution. (DAR-KM-2)

Expected Reallts:

All DAR Components should bekeyed properly according to the requirementsfound n
this Capability Padkage.

147 IMPLEM ENTATION OF GUIDANCE

This sedion ensures there are procedures in placeand/or tha procedures were followed
regarding the procurement of produds and u® of the DAR soluion. It dso ensures the personné
are in placeto manage ad administer this solution following the guiddines given in the
Capalility Package.

Requiremernts being teded: DAR-GD-1 throughDAR-GD-19, DAR-EU-2.
Procedure De<ri ption:

1) Veify theuse and handling requirements given in DAR-GD-1 through DAR-GD-19
and DAR-EU-2 are currently in placeand known to heusers.

Expected Reallts:
For Step 1 dl of these procedures have been followed orare in place

14 8 INCIDENT REPORTING GUIDANCE

This sedion ensures tha procedures are followed regarding inaddent reporting to NSA in the
event asolution owner identifies a seaurity incident which &afeds the solution.

Requirements being teded: DAR-RP-1 throughDAR-RP-6.

Procedure De<ri ption:

1) Verify the requirementsfor reporting seaurity incidents b the NSA given in DAR-
RP-1 throughDAR-RP-6 are curertly in paceand known to he users.

Expected Reallts:

For Step 1 all of thee procedureshave keenfollowedor are in place.
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APPENDIX A. GLOSSARY OF TERMS

Administration Workstation - This deviceis commonly used for loggng, configuration
review, and management of the EUD.

Assesgnent - The techical evaluation d a g/stems’ secuity features made aspart of and in
suppot of the gproval/acaeditation piocess hat establishes the extent to which a paticular
computer systems design and implementation meet a set of spedfied seaurity requirements.

Assesgnent and Authorization (A&A) - A comprehersive assessmert of the managemen,
opeaationd, and technica seaurity controls in an information g/stem, made in suppot of secuity
accedtation, to determine the exert to which the catrols are implemented carecty, operating
as inended, and producing the desired outome with respect to meding the seaurity
requirementsfor the system. In conjundion with the official managemen decision gvenby a
senior agency officia to authonze opeation of an information g/stem and to explicitly accept the
risk to ageng opeaations(induding misson, fundions image, or reputation), agency assts, or
individuds, based on heimplemenaton o anagreedupon &t of seaurity controls. (NIST 800
37).

Asairance- A meadure of confidence hat the aurity featresand design of anAlS accurately
mediates and enforces the seaurity policy.

Audit - The ativity of monitoring the opeation d aprodud from within the produd. It indudes
monitoring of a product for a set of pre-determined events Each audit event may indicate rogue
behavior, ora condition tha is detrimental to saurity, or provide necessary forenscs o identify
the source of rouge behavior.

Authorization - The dficial management decision gvenby a snior agercy official to authorize
opeation of an information s/stem and o explicitly accept therisk to agency operations
(induding misson, fundions image, or reputation), agency assets, or individuds, based on he
implementation of an agreed-upon st of seaurity controls. (NIST 800-37)

Capability Package(CP) - The set of guidane provided by NSA that describes recommended
approaches o composng COTS componeantsto protect classfied information for a particular
classof seaurity problem. This package will point to poential produds tha can beused as pat
of this solution.

Committeeon National Seaurity Systems Policy No. 15 CNSSP-15) - Policy spedfies which
public sandards may beused for cryptographic protocol and dgorithm interopeability to proted
National Secuity Systens (NSS.
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Designated Approving Authority (DAA) - The official with the authority to formally assume
responsbility for opening a system at an acceptable level of risk, synonymouswith designaing
acaediting authority and ddegated accrediting authority. [CNSS 4009]

End User Device EUD) - A personal computer (desktop orlaptop), consumer device (e.g.,
PDA, smart phong, or removable storage media (e.g., USB flash drive, memory card, externd
hard drive, writeeble CD/DVD) tha can gore information.

Full Disk Encryption (FDE) - Also known & whole disk encryption, is the process of
encrypting dl thedaa onthe had diive used to boota computer, induding the @mputer’s OS,
and pemitting access o the data anly after succesful auhenticaion o the FDE product.

Federal Information Processng Standards (FIPS) - A set of sandards that describe the
handling and processng of information within governmental agences.

File Encryption (FE) - File enayption is the processof encrypting individud fil es or sets of
fileson an end uer device and pemitting access b the encypted data only after proper
authenticdion is provided.

Found Device- A lost device hat hasbeenrecovered (Seelost Device definition)

Software Full Disk Encryption (SWFDE) - A software produd tha provides Full Disk
Encryption.

Lost Device- A devicetha is removed from the control of the physicd seaurity procedures
defined bythe AO/DAA.

Pogtive Control — The AO/DAA ddines wha is conddered “Postive Control”.

Pre-Boot Environment (PBE) - Theinitial software thatis execuedon gart-up ofthe EUD
which requires a user to authorze successully before decrypting and booing an operating
system. This is the layer of authentication for the SWFDE produd.

Protection Profile (PP) - A doaument used as pat of the ertificaion piocessaccording to the
Comman Criteria. As the generic form of a ecuity target, it is typically created by a user or user
community and piovides an implementation indgpendent specification ofinformation asurance
secuity requiremerts.

Salt - A st is anonseaet value that is usedin acryptographic proces, usudly to ensure that
theresults of the @mputationsfor oneingance cannotbereused by an dtader.

Supply Chain Risk Management (SCRM) - A program to establish processes and piocedures
to minmize acquisition-related risks to critical acquisitionsinduding, hadware components and
software solutionsfrom suppl chain threas dueto reliance on dobal sources of suppy.
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Unauthori zed State - The gate anEUD is in when theidentity of a user, user device, or other
entity has notbeen verified.

Volume - a collection of separate units of logically divided media (partition) acting as asingle
entity that has been formatted with afile system.
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APPENDIX B. ACRONYMS

Acronym | Definition
A&A Assesamnent and Authorization
AES Advanced Encryption Sandard
AO Authorizing Official
BIOS Basic Input/Output System
C&A Certification ard Accredtation
CBC Ciphe Blodck Chaning
CNSS Committee on National Seaurity Systems
CNSS Committee e National Seaurity Systernrs Instruction
CNSSP Committee on National Seaurity Systenms Rolicy
COTS Commercial Off-the-Shelf
CP Capalility Package
CSC Commercial Solutions for Classfied
DAA Designated Approving Authority
DAR Data-at-Rest
DEK Data Encryption Key
DH Diffie Hellman
DIT Data in Trarsit
DSA Digital Signature Algorithm
ECC Elli ptic Curve Cryptography
ECDH Elliptic Curve Diffie Hellman
ECDSA Elliptic Curve Digital Signature Algorithm
EUD End UserDevice
FE File Encryption
FEK File Encryption Key
FDE Full Disk Encryption
FIPS Federal Information Frocessng Standards
IA Information Asurance
IAD Information Assurarce Orecborate
IAVA Information Assurarnce Vulnerahlity Alert
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Acronym | Definition

ICT Information and Communicaion Technology
ISSO Information System Secuity Officer
JMS Joint Incident Managemert System
KEK Key Encryption Key

MAC Message Autherticaion Code

MDF Mobile Device Funcamertals

NIAP National Information Assuance Rarthership
NIST National Inditute of Standards and Tedchnology
NSA National Secuity Agency

NSS National Secuity Systens

OEM Origind Equipment Manufadurer
OPSEC Operational Security

(O Operating System

PBE Pre-Boot Environment

PMO Project Managenen Office

POC Point of Contadt

PP Protedion Rofile

PUB Publicaion

RFC Request for Comment

RA Risk Assessrart

RAM Rardom Access Mnory

RSA Rivest Shamir Adelman algorithm

S3 Seaure Sharing Suite

SA Seaurity Administrator

SCRM Supdy Chain Risk Management

SF SWFDE and FE

SHA Secue HashAlgorithm

SIPRNet Seaet Internet Protocol Router Network
SW Software

SWFDE Software Full Disk Encryption

T&E Test and Evaluaion

40



Acronym | Definition
USB Universal Serial Bus
XTS XEX-basedwealed-coddbook modewith aphertext seding
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APPENDIX C. CSFC INCIDENT REPORTING TEMPLATE

Point of Contact (POC) name, phone, email:

Alternate POC name, phone, email:

CSfC Registration Number:

Classification level of affected system:

Name of affected network(s):

Affected component(s) manufacturer/vendor:

Affected component(s) model number:

Affected component(s) version number:

Date and time of incident:

Description of incident:

Description of remediation activities:

Is Technical Support from NSA Requested?
(Yes/No)




APPENDIX D. MAPPINGS TO NIST SP 80053 CONTROLS

The mappings in Table 17 are formatted to dignwith the numbering scheme used in the NIST
80053 dowment. The mappings below are correlated to CNSSIngruction No. 1253 Secuity
Categorization and Control Selection for National Seaurity Systems CNSS P53 provides a
proces for secuity caegorizaton d Natonal Seaurity Systems (NSS that cdlect gererate,
process dore, display, tranamit, or receve Nationa Seaurity Information. Mog of the
requirements in this Capability Padkagesuppot the implementation of seaurity controls
specified in NIST SP 80053 Revision 4. This appendix is provided for cugsomers who mus
demondrate implementation of aset of NIST SP 80053 saurity controls as pat of thar C&A
proces for a g/stemincorporating a DAR solution that complies with this Capability Padage.

Note thatthe presence & a napping betweena requiremert ard a NIST SP 80053 saurity
control does nat necessarily indicate that the requirement is by itself sufficient to fully address
the fcuity control. Ingdead, it indicates that implementation of the requirement provides some
degreeof suppot to implementation ofthe seaurity control. Additiond work outside the scope of
this Capability Padkage may be needed for the overall system to imgement the seaurity control.

Table17: Mappingsto NIST SP 80053 Saurity Controls

Req # Sgeust;n NIST SP800-53 Revision 4 Seaurity Controls
DAR-TR-1 SF SI-2, 9-4(9), S-6(c)
DAR-PS1 SF SA-4(6), SA-4(7)
DAR-PS2 SF SA-4(6), SA-4(7)
DAR-PS3 SF PL-8(2)
DAR-PS4 SF SA-12, A-13, A-4(6), SA-9(1@))
DAR-PS5 SF SG12(3), SC-13
DAR-SR-1 SF AC-2(I), 1A-5(1), IA-5(5)
DAR-SR-2 SF CM-2, OM-6(2), CM-9
DAR-SR-3 SF 1A-2(5)
DAR-CR-1 SF SG12, IA-3(2), 1A-4(d), IA-5(e), IA-5(h), IA-5(5)
DAR-CR-2 SF 1A-2(5)
DAR-CR-3 SF SG13
DAR-CR-4 SF AU-2, AC-7(2), IA-2, IA-3(1), IA-4(4), IA-5(1), IA-6, IA-
11, L-8(1)
DAR-CR-5 SF AU-2, IA-5(d), AC-7(2)
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Req #

Sdution

NIST SP800-53 Revision 4 Seaurity Controls

Design
DAR-CR-6 SF SCG12(2)
DAR-CR-7 SF CM-5(53), CM-6(d)
DAR-CR-8 SF SG28(1), SC-12
DAR-CR-9 SF SG28(1)
DAR-CR-10 SF SA-4(5,6,7)
DAR-CR-11 SF AC-1, AC-2(d), AC-3(3),
DAR-SW-1 SF SCG13
DAR-SW-2 SF
DAR-SW-3 SF IA-5, 1A-2
DAR-FE-1 SF SC13
DAR-FE-2 SF AU-2, IA-5(d), AC-7
DAR-FE-3 SF CM-7, AC-2, AC-6
DAR-FE-4 SF IA-5, IA-2
DAR-EU-1 SF PE-2(1), MA-1, MA-4, MA-2(b)
DAR-EU-2 SF MA-3, MP-4, MP-6(8)
DAR-EU-3 SF CM-6, 3-2, A-13
DAR-EU-4 SF PS6
DAR-EU-5 SF AT-2, AT-3, AM-13
DAR-EU-6 SF PS6
DAR-EU-7 SF SC12(3), SC-13(2)
DAR-EU-8 SF IA-5(d, h)
DAR-EU-9 SF AC-6(1)
DAR-EU-10 SF CM-3
DAR-EU-11 SF PE2(1), MA-1, MA-4, MA-2(b), CM-5
DAR-EU-12 SF PE-2(1), MA-1, MA-4, MA-2(b), CM-5
DAR-EU-13 SF AC-19(4¢), AT-1, IR-6, AC-1, IR-6
DAR-EU-14 SF AC-1, AC-3(3), AC-6, AC-6(10), PL-8, SA-10, SA-13, SC-
3(2), C-28
DAR-CM-1 SF AU-3(2), CM-2(1)
DAR-CM-2 SF CM-3(1)
DAR-CM-3 SF CM-3(1e)
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Req #

Sdution

NIST SP800-53 Revision 4 Seaurity Controls

Design
DAR-DM-1 SF PE-2(1), MA-1, MA-4, MA-2(b), CM-5
DAR-DM-2 SF AC-17, AU-2, C-7(3)
DAR-DM-3 SF CM-2, C-7(13), SC-7(21), SC-3(5)
DAR-DM-4 SF CM-2, -7, L-7(21), -8, FE-1
DAR-AU-1 SF SA-19(4), C-38, A-12
DAR-AU-2 SF AU-2, AU-3, AU-1
DAR-AU-3 SF AU-6
DAR-AU-4 SF AU-1, BM-5
DAR-AU-5 SF CM-3, CM-9
DAR-KM-1 SF SCG13
DAR-KM-2 SF SCG12(2,3)
DAR-KM-3 SF IA-5(2), SC-7, IA-7, AU-10
DAR-GD-1 SF PS7, A-1, SA-4(5), SA-9(13), SA-12, SA-13
DAR-GD-2 SF SA-4(6)
DAR-GD-3 SF SA-4(6), CA-1, CA-2(2), CA-7
DAR-GD-4 SF SA-4(6), CA-6, CA-7
DAR-GD-5 SF SA-4(6), CA-7
DAR-GD-6 SF SA-4(6), CA-6, CA-7
DAR-GD-7 SF AC-6, A-13, A-1, SA-4, MA-5(2), PS-3
DAR-GD-8 SF AC-2(7), AC-5
DAR-GD-9 SF PM-13
DAR-GD-10 SF IA-5
DAR-GD-11 SF AC-5, AC-6(5), CM-9(1), CM-2
DAR-GD-12 SF SA-3, 9-2
DAR-GD-13 SF SI-1
DAR-GD-14 SF AC-19, QM-5(3), CM-11, IA-3
DAR-GD-15 SF AC-1, AC-7(2), AC-16(6), SC-12, S-13, MP-6(8), MP-7
DAR-GD-16 SF AC-4(6), IR-9, AC-4(19)
DAR-GD-17 SF MP-6, 9-12, SA-19(3)
DAR-GD-18 SF AT-2, 9-12, QM-7
DAR-RP-1 SF IR-5, IR-6
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Req #

Sdution

NIST SP800-53 Revision 4 Seaurity Controls

Design
DAR-RP-2 SF IR-6
DAR-RP-3 SF IR-6
DAR-RP-4 SF IR-6
DAR-RP-5 SF IR-6
DAR-RP-6 SF IR-5, IR-6, IR-7
DAR-TR-1 SF SI-2, 9-4(9), 9-6(c)
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APPENDIX E. PASSWORD/PASSPHRASE STRENGTH PARAME TERS

Thisappendix is intendel to provide passwvord and pasphrase parameters for use in DAR
produds o addressattads diredly based on he strength of the passwvord or pashrase. It
describes what fadors provide strength to passwvords and paghrases and sts aminimum ba for
use.

Strength

Entropy is used as a measure of strength for passwvords and pagphrases. Accordingto NIST
SRB00-63-2, Hedronic Authentication Quiddine, entropy is a measure of the anount of
uncettainty that anattacker facesto determine the value d the secret Entropyis usudly stated
in bits; for example an unpedictable passvord with 10 bts of entropy would have 2'° or 1,024
possible combinaions Thegreder the nunber of possible combinaions the greaer the anount
of time an average it will take anatacker to find the carectpasword or pasphrase.

Random vs. User Generated

Passvords and pagphrases can a@ther begeneated randomy or chosen bytheuser. A randomy
generated vdue has the bendfit tha it will provide ax obedive anountof entropy, butcan be
diffi cult for auser to remember. A user gererated value may be easer to remember, bu may be
predictable, therefore lowering the entropy cdculation reduang the strength of the passwvord o
pasphrase. There are many suggested methodsfor the user generation of passvords, more
information on hese can be found n NIST SRB00-118 Guideto Enterprise Passvord
Maregemert. These methods attempt to reduce the predictabilit y while mantaining length and
memorability, butbecause they are user chosen they are al ill a risk of beng predicable. If the
passwvord or pasghrase is predicable an a@tadker could ry amuch shorter list of common or
persond vaues redudngthe aveage timeto find the @rred passvord or pasphrase.  The mos
effedive way to enaure the passwvord or pashrase has an gopropriate amount of entropy is by
applying randomgeneration.

Randomly Generated Passwords

The grength of a password is determined by the character set ard the length. The character set
describes thegroup ofuniquechaaders tha may be dhosen to aeae the passwvord, such as
numbers, lower ca® letters, upper cae letters, special characers, etc. The length smply
describes the number of charaders chosen.

Randomly Generated Pasghrases
The strength of a pasgphrase is deermined by the number of words in the pasgphrase and the

number of wordsin theword list, the pool of uniquewordsthat can bechosen for the pasghrase.
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Theword list can beadjusted by the properties of the wordsit indudes, such a minimum word
length, meximum word length, and complexity (fadors such as the difficulty of theword,
cgpitalization, charader substitutions, etc.) perword. Eachproperty hasa tradedf between
strength and usbility. A minimum word length of four is recmmended to mantain the
effectiveness of the pasphrase. This ersuresthe erropy per set of characters of agivenword is
greder than the entropy provided sledion ofaword from theword list.

Assunptions

The produd is assumed to med oneof the DAR protedion piofiles. All passwvord and
pasphrase conditioning assumes salting is performed, making pre-computed atacks infeasble.
Theprodud is assumed to bekept up © dde and protedion mechanisms used in calculations
cannotbebypass=d.

Minimum Strength Calculations

Tale 18 and Tabe 19 show the required minimum length of a passvord and passphrase gvena
set of charactrs or words The user mug ddinethesize d the charader set or word list they will
use. To use the tadesfind the value that is less han orequal to you character set (or word list)
sizein the Characker Set Size (or Word List Size) column and the corresponding valuein the
Minimum Passwvord Length (or Minimum Passphrase Length) column for tha row refleds the
minimum passvord (or pas9hrase) length tha shdl beused.

Table 18 Randomly Generated Minimum Password L ength

Randomly Generated Passvords
Character Set Size Minimum Password Length
75 16
58 17
47 18
38 19
32 20
27 21
23 22
21 23
18 24
16 25
15 26
13 27
12 28
11 29
10 30
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Table 19 Randomly Generated Minimum PassghraselL ength

Randomly Generated Pasgphrases
Minimum Passphrase

Word List Sze Length
100000 5
100000 6
20000 7
6000 8
2200 9
1000 10

Usergererated passwords shall use14 character passvords a follow locd policy. Usergererated
passirasesshall follow local pdicy.
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